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Abstract Many multi-agent scenarios require message sharing among agents to promote coordination,
hastening the robustness of multi-agent communication when policies are deployed in a message perturbation
environment. Major relevant studies tackle this issue under specific assumptions, like a limited number of
message channels would sustain perturbations, limiting the efficiency in complex scenarios. In this paper,
we take a further step in addressing this issue by learning a robust cooperative multi-agent reinforcement
learning via multi-view message certification, dubbed CroMAC. Agents trained under CroMAC can obtain
guaranteed lower bounds on state-action values to identify and choose the optimal action under a worst-case
deviation when the received messages are perturbed. Concretely, we first model multi-agent communication
as a multi-view problem, where every message stands for a view of the state. Then we extract a certificated
joint message representation by a multi-view variational autoencoder (MVAE) that uses a product-of-experts
inference network. For the optimization phase, we do perturbations in the latent space of the state for a
certificate guarantee. Then the learned joint message representation is used to approximate the certificated
state representation during training. Extensive experiments in several cooperative multi-agent benchmarks
validate the effectiveness of the proposed CroMAC.

Keywords multi-agent reinforcement learning, robust communication, adversarial training, multi-view
learning, message certification

1 Introduction

Many real-world problems are made up of multiple interactive agents, which could usually be modeled
as a multi-agent reinforcement learning (MARL) problem [1,2]. Further, when the agents hold a shared
goal, this problem refers to cooperative MARL [3], which shows great progress in diverse domains like
power management [4], multi-UAV control [5], and dynamic algorithm configuration [6]. Many methods
are proposed to promote the coordination ability of MARL, including value-based methods [7-9], policy-
gradient-based methods [10-12], and some variants [13-16], showing great progress in many complex
and challenging benchmarks [17,18]. Nevertheless, prior studies hugely depend on the strength of deep
neural networks (DNNs), whose vulnerability might cause catastrophic results when any perturbation
happens [19]. Recently this phenomenon has been tested in cooperative MARL [20], showing that a
cooperative MARL system is of low robustness when encountering any perturbations (e.g., state, action,
and reward).

Robustness has been widely investigated in single-agent reinforcement learning (RL) [19], and many
studies have applied different techniques to various aspects to investigate it. A prior popular way is to
introduce an auxiliary adversary to play against the ego-system [21-24], then model the process of policy
learning as a minimax problem from the perspective of game theory [25], which may trigger performance
deterioration or even unsafe behaviors when facing an unpredictable adversarial policy. Another kind
of method tackles this issue by designing efficient and useful regularizers in the training process [22,
26-28], showing efficient robustness in various domains. Certificate-based methods furthermore apply
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some techniques like vector-e-ball perturbations to obtain a certificate robustness guarantee during the
training and testing phases [29-31]. However, the MARL problem differs considerably from the single-
agent setting, with multiple agents interacting with others [32].

For the robustness of MARL, new challenges such as scalability [33] arise as multiple agents interact
with others in the training phase. For example, in the auxiliary adversary training paradigm, the action
space of adversary policy may grow dramatically with respect to the number of agents in an MARL system.
Studies on robust MARL should then consider both the robustness and the multi-agent specificity. Some
studies design efficient mechanisms to obtain a robust policy to avoid overfitting to specific partners [34]
or opponents [35], and others consider the Markov decision process (MDP) itself to get a robust policy in
response to state [36], reward [37], and action [38,39]. Nonetheless, the robustness of a communication
policy is much more complex [40], as we should consider when to give what perturbations on which
message channel(s) to adversarially train the communication policy. Prior studies mainly investigate
the emergence of adversarial communication [41] or impose constraints like a limited number of message
channels [42,43] suffering from message perturbations. These approaches make progress somewhat, but
the constraints hinder the robustness’s completeness and are also far away from the real-world condition,
as all the message channels could sustain perturbations [44]. Even worse, these approaches lack formal
robustness guarantees or certificates between each agent’s received messages and decision-making.

With this in mind, we propose to promote robustness in current multi-agent communication methods.
We posit obtaining a robust communication policy where every messaging channel could suffer from
perturbations at any time. Specifically, for any agent in an N-agent system, it will receive N — 1
messages. As each message is a different view of the state, we model the message-receiving process as
a multi-view (also known as “multi-modal”) problem, then obtain joint message representations with
robustness guarantees from each received message by a multi-view variational autoencoder (MVAE)
that uses a product-of-experts inference network. For the optimization phase, we first encode the state
into a latent space and do perturbations in this space to obtain a certificate relationship between the
latent variable and the agents’ @Q-values. Then, we train the message representation by approximating
the certificated latent variables, and ensure certification between each message and the agents’ QQ-value
implicitly. As we directly impose perturbations in the latent space, the problem of specific action designing
for any auxiliary adversaries can be avoided. For evaluation, we conduct extensive experiments on various
cooperative multi-agent benchmarks, including hallway [45], level-based foraging [17], traffic junction [46],
and two StarCraft Multi-Agent Challenge (SMAC) maps [45]. The results show that CroMAC achieves
comparable or superior performance to multiple baselines. Moreover, visualization results show how
CroMAC works, and more results demonstrate its high generality ability for different methods under
different conditions.

2 Related work

Multi-agent communication plays a promising role in multi-agent coordination under partial observability,
which considers when to communicate with whom and what contents to share [40]. The early relevant
studies mainly consider designing different communication paradigms to improve communication effi-
ciency [47,48]. DIAL [47] is a simple communication mechanism where agents broadcast messages to
all teammates, allowing the gradient to flow among agents for end-to-end training with reinforcement
learning. CommNet [48] proposes an efficient centralized communication structure, where the outputs of
the hidden layers from all the agents are collected and averaged to augment local observation. As the
mentioned communication paradigm may cause message redundancy, some studies employ techniques
such as gate mechanisms [49-51] to explicitly decide whom to communicate with, or attention mecha-
nisms [46, 52, 53] to weigh different messages. What messages to share among agents is another crucial
issue. The most naive way is only to share local observations or their embeddings [45,47], which in-
evitably causes bandwidth wasting or even degrades coordination efficiency. Towards a more efficient
communication protocol, some methods utilize techniques like teammate modeling to generate more suc-
cinct and efficient messages [54-56]. For the robustness of message sharing in CMARL, Blumenkamp
and Prorok [41] developed a new multi-agent learning model that integrates heterogeneous, potentially
self-interested policies that share a differentiable communication channel to elicit the emergence of adver-
sarial communications. Xue et al. [43] considered multi-agent adversarial communication, learning robust
communication policy when some message senders are poisoned. A recent method named AME [42] is
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proposed to acquire a robust communication policy when less than half of the agents in the system sustain
noise and potential attackers.

Robustness in single agent reinforcement learning. Moos et al. [19] involved perturbations that occur
of different aspects in single agent reinforcement learning such as state, reward, and policy. Some prior
methods introduce an adversary to achieve robustness via training the ego-system and the adversary
in an alternative way [21-24,57]. RARL [21] picks out specific robot joints which the adversary acts
on to find an equilibrium of the minimax objective using an alternative learning adversary. RAP [23]
and GC [24] improve RARL by learning population-based augmentation to the robust RL formulation.
However, while these approaches provide better robust policies, it has been shown that such approaches
can negatively impact policy performance in non-adversarial scenarios. Moreover, many unsafe behaviors
may be exhibited during online attacks, potentially damaging the system controlled by the learning
agent if adversarial training occurs in a physical rather than a simulated environment. Other methods
improve robustness by designing useful and appropriate regularizers in the loss function [26,27,58]. Zhang
et al. [22] formulated the problem of decision making under adversarial attacks on state observations
as SA-MDP and learned a state-adversarial policy for multiple DRL methods like DDPG and DQN.
RADIAL-RL [26] trains reinforcement learning agents with improved robustness against /,-norm bounded
adversarial attacks, showing superior performance on multiple benchmarks. The mentioned approaches
achieve robustness compared to adversarial training, improving the sample efficiency as they need not
train an auxiliary adversary. Furthermore, these mentioned methods lack theoretical guarantee, hastening
some recent certificate robustness methods [29, 30,59, 60]. CARRL [59] develops an online certifiably
robust policy that computes guaranteed lower bounds on state-action values during execution to identify
and choose a robust action under a worst-case deviation in input space due to possible adversaries or
noise. CROP [30] gives a solid theoretical guarantee for robust reinforcement learning and applies function
smoothing techniques to train a robust policy.

Multi-view (modal) representation learning aims to learn feature representations from multi-view data
using different views’ information. Its main difficulty is to explicitly measure the content similarity
between the heterogeneous samples. How to solve this problem roughly divides multi-view representation
learning into three methods: alignment representation [61], joint representation [62], as well as shared
and specific representation [63]. The key ideas of these methods are the same, which is establishing a
common representation space by exploring the semantic relationship among the multi-view data. One
popular and promising way is to use generative models like VAE [64], which generate this representation
space in two ways: cross-view generation and joint-view generation. The former learns a conditional
generative model over all views by applying techniques like conditional VAE [65]. Nevertheless, the
latter learns the joint distribution of the multi-view data. For example, MVAE [66] models the joint
posterior as a product-of-experts (POE), and JMVAE [67] learns a shared representation with a joint
encoder. Please refer to [68,69] for a comprehensive review. After the representation space is established
by multi-view learning, some approaches use it to solve the modality missing problem [70], or obtain
a compact representation from incomplete views [71]. Li et al. [72] extended the partially observable
Markov decision processes (POMDPs) to support more than one observation model and proposed two
solutions through observation augmentation and cross-view policy transfer in a reinforcement learning
problem. DRIBO [73] leverages the sequential nature of RL to learn robust representations that encode
only task-relevant information from observations based on the unsupervised multi-view setting. Kinose
et al. [74] introduced a novel reinforcement learning agent for integrated recognition and control from
multi-view observations. To the best of our knowledge, none of any MARL approaches use multi-view
learning to train the communication policy. We take a further step in this direction to get a robust
message representation.

Multi-agent robustness. Robustness also plays a promising role in MARL [20], but suffers from extra
challenges that do not appear in the single-agent setting, as interactions exist among agents [75], leading to
new and specific considerations such as non-stationarity [76], credit assignment [77], and scalability [33]
when improving the robustness of any multi-agent system [20]. One type of relevant work aims to
investigate the robustness of a learned coordination policy. Lin et al. [78] first learned an observation
attacker via RL, then used it to poison one manually selected agent, showing the multi-agent system
is vulnerable to observation perturbation. Guo et al. [20] recently did more comprehensive robustness
testing on reward, state, and action for typical MARL methods like QMIX [8] and MAPPO [11]. As
for robustness improvement in MARL, research is conducted on multiple aspects. Many prior studies
focus on designing an efficient approach to learning a robust coordination policy to avoid overfitting to
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specific partners [34] or opponents [35]. Akin to considering the MDP in a single-agent setting (e.g., state,
reward, action), R-MADDPG [37] considers the model uncertainty of an MARL system, then introduces
the concept of robust Nash equilibrium. Hu et al. [38] applied a heuristic rule to investigate the robustness
of MARL when some agents suffer from action mistakes, and utilized correlated equilibrium theory to
learn a robust coordination policy. Robustness in multi-agent communication has also attracted some
attention in recent years. Mitchell et al. [79] applied a filter based on the Gaussian process to extract
valuable content from noisy messages. Tu et al. [80] studied robustness at the neural network level for
secure multi-agent systems. Xue et al. [43] modeled multi-agent communication as a two-player zero-sum
game and applied the policy-search response-oracle (PSRO) technique to learn a robust communication
policy. The most related work to ours is ablated message ensemble (AME) [42], which assumes no more
than half of the message channels in the system may be attacked, then introduces an ensemble-based
defense method to achieve robustness. However, we will show that this approach performs poorly in
complex scenarios, as the constraints may impede robust efficiency.

3 Problem formulation

We consider a fully cooperative MARL communication problem, which can be formally modeled as a
decentralized partially observable MDP under communication (Dec-POMDP-Com) [43] and formulated
as a tuple (N,S, A, P,Q, 0, R,v, M), where N = {1,...,n}, S, A, and Q are the sets of agents, states,
actions, and observations, respectively. O is the observation function, P denotes the transition function,
R represents the reward function, v € [0, 1) stands for the discounted factor, and M indicates the message
set. Due to the partially observable nature of the environment, each agent i € N can only obtain the
local observation o; € €2, and hold an individual policy w(a; | 7, m;), where 7; represents the output
of a trajectory encoder (e.g., GRU [81]) which encodes (o},a},... ’0271’(1571’0%)7 and m; € M is the
messages received by agent ¢ and m;; represents the message transmitted from j to 7. As each agent can
behave as a message sender as well as a message receiver, this paper considers learning useful message
representation on the receiving end, and agents only use local information (e.g., 7;, and we use m. ; for
generality) as message m. ; to share within the team. We aim to find an optimal policy under the setting
where each message channel in the multi-agent system may suffer from perturbations. In line with the
widely used state-adversarial MDP (SA-MDP) in single-agent RL [22,82], we formulate this setting as a
message-adversarial Dec-POMDP-Com (MA-Dec-POMDP-Com).

In an MA-Dec-POMDP-Com, we introduce a message adversary v(m) : m — 7h. The adversary
perturbs the messages received by each agent, such that agent ¢ takes action by 7(a;|m,m;). The joint
action @ = {(a1,...,a,) leads to the next state s’ ~ P(- | s,a) and the global reward R(s,a). The
formal objective is to find a joint policy (7, a) to maximize the global value function Q7 (7,a) =
Esal> ooV R(s,a) | so = s,a0 = a,w], with 7 = (71,...,7,). If the adversary can perturb a message
m arbitrarily without bounds, the problem becomes trivial [83]. To fit our method to the most realistic
settings, we restrict the power of an adversary to a perturbation set B, i.e., B = {m | |m —m|, < €},
where € is the given perturbation magnitude and p determines the type of norm. Our experiments in this
paper focus on p = co.

Furthermore, since B(m) is usually a small set nearby m, our adversary applies FGSM [84] to learn a
perturbation vector A, and we project m + A to B(m).

4 Method

Then we obtain the bounds between the joint message representation and each message by interval bound
propagation [85]. In the training phase, we first encode state s; € S into a latent variable zy, then we
impose perturbations in the latent space to gain a certificate guarantee between zg, and each state-action
value Q;(7i, zst = Ke€;a;), where ke represents that the variable suffers from ¢.-norm perturbations
within budget ke and & is a constant. Finally, the joint message representation zns is optimized by
approximating zs¢ via minimizing the Kullback-Leibler divergence between these two variables, endowing
certification between each message and each state-action value implicitly. In the execution phase, we only
use the message aggregation module and the trajectory encoder to make decisions in a decentralized way.
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4.1 Multi-view multi-agent communication

We consider learning a robust communication policy in an MA-Dec-POMDP-Com. For each agent
i, there are N — 1 message channels; thus each agent receives multiple available messages about the
environment. Inspired by the widely used multi-view learning [86,87], we apply the POE [85] technique
to extract JOlnt message representatlons Formally, agent ¢ receives multiple messages mt from teammate
jedl,. —1,i+1,..., N} and let m!, at time ¢ denote its local history 77. We assume each message is
condltloned on an unknown hidden varlable Zw’ then the generation of multlple messages can be modeled
as a multi-view variational autoencoder process. We then optimize the evidence lower bound (ELBO) to
maximize the marginal likelihood with a message encoder gg,,, (2};/m};) parameterized with ¢enc, and a

message decoder pg,,. (mf;|z{;) with parameter pgec:

ELBO(mﬁj) £ Eq%nc(zfj\mjj) [logpd)dec (mfj | ng)] — KL [Q¢enc (ng | mfj)vp(zfj)} ) (1)

where KL[g, p] is the Kullback-Leibler divergence between distributions ¢ and p. The first term in (1)
is the reconstruction likelihood, and the second term aims to guarantee that the output of the encoder
is similar to the prior distribution p(z! -), and can be regarded as a regularization term The message
encoder gg.,. outputs parameters of an n-multivariate Gaussian distribution A (u”, ), where u” and
of; are the mean and standard deviation of p(z{;), respectively. As all messages {mﬂ, ...,miy} are
conditionally independent given the common 1atent variable z!, we assume a generative model for all the

messages in the form:

p(miss - min, 2) = p(2)p(mi |2)p(mig|2) - - p(miy|2;). (2)

Then Eq. (1) can be extended as

N
ELBO(m{) £ By, (:t{mt) | D_108Pguec (M | 20) | = KL [ggo, (2] [ mi). p(=)] 3)
j=1
where m! = {ml;,...,miy} is the set of messages agent i receives at time ¢ and its local history m/,

(ie., 7). Then, thls message generation process can be treated as a multi-view representation learmng
problem [67]. We use the inference network g(z! | m!) as a variational distribution to approximate the
true posterior p(z! | m!), then get the relationship among the joint- and single-view posteriors as

vy = PO | 2)p(z) _ p(=0) f[

(=) ﬁ p(z! | m! )p%)

p(m?) e p(z})
_ Tz pOmty) TZ o1 | miy) (1)
pmi) 1 p(eh)

ISpGmy)  TLSlaCE | mi)p())
I15" p(h) I55 ()

The last two lines in (4) hold as we use q(z{ | m};)p(z}) to approximate p(z{ | mj;) so that the inference
network is composed of N neural networks q(z! | mﬁj), and if each view is homogeneous, we can even
replace them with only one network with shared parameters. Akin to the standard VAE [64], we apply
a deep neural network (e.g., MLP) to model the message encoder gg,,. (2{|m};), which outputs the pa-
rameters of the Gaussian distribution p;;,07;. As for now, we can combine the multiple outputs of the
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message encoder in a simple analytical way: a product of Gaussian experts is itself Gaussian [88],

N N -t
i = Z i Tij Z Tyj ;
j=1 j=1
4 (5)

where p; and o? are the mean and variance of the learned joint message representation’s Gaussian

distribution, and p;; and O',L-2]- are the mean and variance of the ¢th agent’s jth Gaussian distribution

2

through message encoder, T;; = (O'ij)_l is the inverse of the variance. The detailed derivative process

can be seen in Appendix A.

4.2 Message certificates via bound propagation

Though we have combined all the received messages into a joint message representation, the learned joint
message representation still lacks a certificated guarantee with each received message under perturbation.
In this part, we aim to achieve this using the interval bound propagation technique. Formally, considering

agent ¢ receives messages m; = {m;1,...,m;n} under perturbation of {,-norm attack within given
budget €, the upper and lower bounds are m; = {T1,..., N} = {mi1 +€,...,m;y + €} and m; =
{mi1,...,min} = {ms1 — €,...,m;ny — €}, respectively. The averages and residuals of the upper and
lower bounds can be defined as
. 1
fio = 5 (Mg +my) = my,
: (6)
1
To = §(W—@) =€

Here, we use “average” instead of “mean” to distinguish it from the one in VAE, and i and 7 are used to
represent averages and residuals, respectively. For simplification of notation and mathematical derivation,
we assume each message encoder has only one layer fully-connected network with shared parameters, and
we can use any NNs with arbitrary depths and element-wise monotonic activation functions (e.g., ReLU,
Sigmoid, Tanh) by getting a reasonable bound propagation mechanism [85]. Further, we here use W,,,, b,
and W,, b, to represent the parameters of the two separate fully connected layers in the message encoder,
which output the means and variances of the Gaussian distributions, respectively. Thus we can propagate
the bounds through the one MLP layer by matrix multiplication. The averages and residuals of the bounds
come to be

fom = {Wmﬂo(l) +bm,. ., WmﬂO(N) + bm}a
P = {Wnlo(1), ..., [Win|fo(N)},

fl = {Wvﬂo(l) + by, WvﬂO(N) + bv}7
Ty = {|Wv|720(1)7 Tt |Wv|720(N)}7

(7)

where (fim, 7m) and (fiy, 7,) stand for the (average, residual) pairs of the mean outputs’ bounds and the
variance outputs’ bounds, respectively, and |- | is the element-wise absolute value operator. We use ReLU
as the activation function which is element-wise monotonic so we can omit it as it will not affect the
propagating bounds. Thus the upper and lower bounds of each single message representation (i.e., mean
and variance) can be written as

Zm = [, + T = {Wmmil + by + |Wm|6, e s Wonmiin + b + |Wm|6},

Zm = fm — P = {Wmmit + by — |Winl€, ..., Winmin + by, — [Win|€}, @)
Zo = flo + Ty = {Wymi1 + by + [Wole, ..., Wymin + by, + [W, €},

Zy = fiy — Ty = {Wymy1 + by — [Whle, ..., Womin + by — |Wy e}
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Considering the relationship in (5), we then have

ZM<sz i)z (i )(Zz >_1,

Zy = (Z zv(i)_1> :

%

(9)

where Zj; and Zy represent the mean and variance of the joint message representation. However, we

cannot get the upper and lower bounds as the POE we use is not affine neural layers. Notice that Zy
is actually the harmonic mean [89] of Z”T(Z) (the harmonic mean of variables z; is H,, = ﬁ )

while Zj; is the weighted harmonic mean of z,,(7) with weights Zm((l)) (the weighted harmonic mean of x;

with weights w; is H,, = %) Here, variances z,(i) are non-negative and means z,,(i) can
ETRRRET) Tn

be normalized to a positive range; therefore we can scale (9) appropriately by the properties of harmonic
mean to infer the upper and lower bounds. We here prove one of them for simplicity. Taking the variance
term for example and simplifying W,,, b,,, Zv, z, as W, b, Z, z, we have

7= (Zz(z‘)‘1> < 71-m]{afx(§)’

zZ-= <Z§(i)_1> > Lrminte)

Note that 1 is an all-1-vector with the same dimension as Z. (<, >) signs here act on each element of
vectors, and (max, min) operations find the maximum or minimum number of vectors of the set. We can
get the upper bound of the final integration error:

_ _ 1- %) — mi
maX(Z - Ztrue; Ztrue - Z) g Z - Z < (maX(ZJ)V mln(g))a (11)
where Zie stands for the ground truth value. Assuming the pth element of the jth vector of Z is max(z)
and the gth element of the kth vector of z is min(z), we get

max(Z) —min(z) = (Wmy; + b+ [Wle)p, — (Wmi, + b — [Wle), (12)

= Wp.mij — Womik + by — by + ([Wp,: — [W]g,.)e
where W, . means the pth row of matrix W. We can notice that the integration error can be limited
to a constant |||[W|,. — |W|g.||1/N times € if W,b, m; are bounded. Through subsequent experiments,
we found that good robustness could be achieved when the integrated information is subjected to noise
perturbation within the range of ke with only W bounded to [C_MIN,C_MAX], here C_.MIN,C_.MAX,
and k are hyperparameters and let C_MIN=—C_MAX.

4.3 Robustness training scheme

As we have obtained the theoretical guarantee between the received messages and the learned joint
message representation, now this subsection describes how to acquire a robust communication policy.
Following the popular centralized training and decentralized execution (CTDE) paradigm [90,91], during
the training phase, we use a state encoder (e.g., additional VAE [64]) to encode the state s into a latent
space with parameter :

E(w) = _Eqwenc (zst]s) [1ng'¢’dec (S | ZSt)] + KL [q'(penc (ZSt | S)’p(ZSt)] ’ (13)

where the operators are similar to (1). We can then apply any robust single-agent RL algorithm to
achieve robustness in the latent space of state representation. If the robustness of state representation
is guaranteed, we can also ensure the robustness of joint message representation through knowledge
distillation mentioned in (16). We here implement our method on RADIAL-RL [26] as it principles a



Yuan L, et al.

Sci China Inf Sci

April 2024, Vol. 67, Iss. 4, 142102:8

0 O(a,)
( ) "3 0a)
MARL optimization Overlap -~ - _ o Ofa) 2
(c.g.. VDN, QMIX) L Minimization Quir 0(a)
Z. o) +-*- =
--------------------- 5 9(@)
i >
H 4 9, Action
Certified i it (optimal) Ofr, Zinse a)
1
i - .
txe 1 Iﬁ(@ 1
F—=C
. 1
i ."""'"""/'k """""" N
P! L HY
i i 4 Py 2o X
1
P | | 1Y "I
ctory State :: L qu gf E k /
! Hy Oy My O i iN .
ot encc:der E i fl fl fz fz fN fA E Message Trajectory
) i | E, I | E, l | E, | i aggr. module encoder
1 a°
e e [
(os ar™) (ohar™) s m, m, m,, m e m e (05 a)
@ (®) ©

Figure 1 (Color online) Structure of CroMAC. (a) During the training phase, we encode the state into latent variables zg¢, then
perturb it to gain a certificate guarantee between zsy and Q;(7;, zst = Kke;a;), and this process is optimized via minimizing the
overlap (i.e., the gray part) weighted by the difference of Q-values. Here az represents the original optimal action while a; is
another sub-optimal action. @ and Q represent the upper bound and lower bound of Q-value under perturbation, respectively,
therefore the gray overlap measures the probability of selecting action besides the original optimal action under perturbation. Since
not all overlap is equally important, if two actions have similar Q-values, i.e., Qqgi¢r is small, we can ignore the overlap as taking a
different but equally good action under perturbation is acceptable. The whole process can be optimized by any value decomposition
methods like QMIX [8], and the output of the message aggregation module zmse is then used to approximate zs; by minimizing
their distance (e.g., KL divergence). (b) The message aggregation module. Each message m;; is encoded into a latent space via a
message encoder Fj, where j € {1,...,i—1,i+1,..., N}, and the parameters of E; are regularized to obtain certificates between
the joint message representation and each message. (c) After training, we use the learned message aggregation module and other
shared modules like the trajectory encoder to make a decision in a decentralized way.

framework in adversarial training with strong theoretical guarantee and robustness performance. Then
we can minimize the following loss to optimize each agent’s individual policy:

Ladv = IE(s,a,,s’,r) Z Z iniff('ra Zsts y) ) OVP (Ta Zsty KE; y) ) (14)
iy

with

Qéiff (Ta Zsts y) = max (07 Q,L (Ta Zsts a) - Qi(Ta Zsts y)) )

Q (15)

(Ta Zst y KE; y) - Qi (Ta Zst, RE; a)) ’

OvI'(7, 21, keE; ) = max (O, Q
where i is the identification of each agent, y is each action, a is the chosen action, and @ and Q can
be computed by interval bound propagation under fo-norm perturbation within budget xe, which is
readily available as there is only MLP network existing between the Q-values and (7, zs;). Ovl represents
the overlap between the bounds of two actions which can be seen in Figure 1, and Qg;g measures the
relative quality between two actions as we can ignore the overlap if they are similar enough. When
minimizing the weighted overlap to 0, which means even the upper bound of another action y’s action-
value @1(7, Zst, K€ y) is lower than the lower bound of original action a’s action-value Q' (7, z, ke; a), the
agent will not change its action under perturbation, leading to a robust communication policy. We note
that the model’s initial training will be hindered if we add the robust loss. Therefore, it is better to start
robust training after the training is stable, and we use T} to control it. Then we optimize the joint message
representation by minimizing the KL divergence between zs and zmgsg as a form of knowledge distillation,
and we use only the message encoder ¢en. to make the inference of the joint message representation:

L(p) = KL [sg(2st), Gpenc (2msg [ )], (16)
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Figure 2 (Color online) Multiple benchmarks used in our experiments. (a) Hallway; (b) LBF; (c¢) traffic junction (TJ); (d) SMAC.

where sg(-) denotes gradient stop, and zmsg is the joint message representations sampled from N (y;, o?).
Then the overall loss function is as follows:

L= ACTD (0) + Oélﬁ(’lb) + Oé2£(¢) + H(t > T’r‘)aSEadw (17)

where L1p(0) is the temporal difference loss, ay, a2, and a3 are adjustable hyperparameters for each loss
function accordingly, and I(+) is the indicator function. In the CTDE framework, the mixing network will
be removed during the decentralized execution phase. To prevent the lazy-agent problem [7] and reduce
model complexity, we make the local network have the same parameters for all agents. The pseudo-code
is shown in Appendix B.

5 Experimental results

In this section, we design experiments on multiple complex scenarios to evaluate the communication
robustness for the following questions: (1) How is the robustness of our proposed method on multiple
benchmarks compared with baselines (Subsection 5.2)7 (2) What is the generalization ability of CroMAC
when encountering different message perturbations (Subsection 5.3)? (3) Can CroMAC be integrated
into multiple cooperative MARL methods in different communication conditions, and how does each
hyperparameter influence its performance (Subsection 5.4)?

For empirical evaluation, we compare CroMAC with multiple baselines on different cooperative tasks,
including hallway [45], level-based foraging (LBF) [17], traffic junction (TJ) [46], and two maps from
SMAC [45]. CroMAC is implemented on QMIX if not specified based on PyMARL"Y. All results are
illustrated with mean performance and standard error on 5 random seeds. Detailed network architecture
and hyperparameter choices are shown in Appendix D.

5.1 Baselines and environments

We consider multiple baselines with different communication abilities, where QMIX [8] is a value-based
baseline, and no message sharing among agents, showing excellent performance on diverse multi-agent
benchmarks [17]. AME [42] is a recently proposed strong method for the robustness of multi-agent
communication, which assumes no more than half of the agents may suffer from message perturbations,
and an ensemble-based defense approach is then introduced to realize the robustness goal. Full-Comm
adopts a full communication paradigm, where each agent receives messages from all teammates at each
timestep without message perturbations both in the training and testing phases, which can be seen as an
upper-bound performance algorithm. For the ablation studies, we consider multiple variants of CroMAC.
CroMAC w/o robust and CroMAC w/o adv are two variants of our proposed CroMAC; the former does
not have the proposed robust training scheme while the latter is conducted in the non-perturbed condition
in both the training and testing phases. We consider multiple benchmarks, as shown in Figure 2, where
hallway [45] is a cooperative environment under partial observability, with m agents randomly initialized
at different positions and required to arrive at the goal g simultaneously. We consider two scenarios
with different numbers of agents and lengths of the hallway. LBF [17] is another cooperative, partially
observable grid world game where agents should coordinate to collect food concurrently. As the original
version focuses on exploration, here we modify it by making only one agent be able to observe the map,
which needs strong communication to complete this task. TJ [46] is another popular benchmark used

1) https://github.com/oxwhirl/pymarl.
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Figure 3 (Color online) Empirical results of several algorithms tested in two different perturbation conditions on benchmarks.
Note that Full-Comm, CroMAC w/o adv, and QMIX are tested in perturbation-free conditions, while CroMAC, CroMAC w/o
robust, and AME suffer from message perturbations when testing. (a) Hallway: 4x5x6; (b) LBF: 3p-1f; (c) TJ: slow; (d) SMAC:
1o10b_vs_1r; (e) Hallway: 3x3x4x4; (f) LBF: 4p-1f; (g) TJ: fast; (h) SMAC: lo2r_vs_4r.

to test communication ability, where multiple cars move along two-way roads with one or more road
junctions following predefined routes, and they need to drive as fast as possible while avoiding collisions.
We test on the modified slow and fast scenarios where different maps have a different probability of
adding new cars. Two maps named lo_2r_vs_4r and lo_10b_vs_1r from SMAC [45] that require efficient
communication are also used to test the robustness in more complex scenarios. Details are presented
in Appendix C.

5.2 Robustness comparison and analysis

We first compare CroMAC against multiple baselines to investigate the communication robustness on vari-
ous benchmarks. As shown in Figure 3, QMIX achieves the most inferior performance in all environments,
demonstrating that communication is needed. Full-Comm can solve all the tasks under perturbation-free
conditions, showing that these tasks need communication and can be solved by a simple communication
mechanism. CroMAC w/o adv, an ablation of CroMAC where testing is conducted under perturbation-
free conditions, can achieve comparable coordination ability with Full-Comm, validating the specific
design of our CroMAC does not cause much performance degradation for a communication goal. On the
contrary, when message perturbations occur during the testing phase, it can be easily found that Cro-
MAC w/o robust, a variant of our proposed method without an efficient robust mechanism, suffers from
severe performance degradation compared with Full-Comm and CroMAC w/o adv. However, CroMAC
exhibits higher robustness than others, and it surprises us that AME also suffers from severe performance
degradation under perturbation, which means an unreasonable constraint for robustness training cannot
be applied in complex and severe message perturbation conditions.

Furthermore, we conduct experiments on task hallway to investigate how CroMAC learns a robust com-
munication policy. As shown in Figure 4 [92], three agents coordinate to reach the goal. When suffering
from perturbations, the message representation learned by methods without a robust mechanism will go
out of the upper and lower bounds, leading to an unpredictable input for the local policy. Consequently,
the message perturbation influences the action selection of each agent. Take Agent 1 in Figure 4(e) as
an example. It should keep still with Agent 2 at ¢ = 3 to wait for Agent 3 to go left together for success.
However, when suffering from perturbations, the message representation jumps out of the normal range.
It unexpectedly goes right, as the according Q-value 1.78 is dominant to others (0.23 for still and —505.67
for left). On the contrary, with our robustness scheme, the message representations can be bounded in
a reasonable range, leading to a robust action selection compared with the perturbation-free setting, as
shown in Figure 4(f). The whole process shows our approach can obtain message certification when any
perturbations happen.
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Figure 4 (Color online) Visualization results. We take ¢ = 3 and 4 in hallway as shown in (a) and (b), where Agents 1 and 2 stand
one step from the goal while Agent 3 needs to take two steps to reach the goal. (c) and (d) show the PCA projection [92] of the
message representation zmsg for (a) and (b), with e and x represent zmsg with and without perturbations, respectively. Note that
Zmsg 1s the same for agents without perturbations, and some e are darker because multiple ones overlap together. A,V represent
the upper and lower bounds of zmsg; note that ellipses of the same color represent the same time step. (e) and (f) display the
Q-values (multiplied by 100 for viewing) of each agent accordingly, where the first row means the original Q-values of all actions,
while the second row refers to them under perturbation with red fonts representing the selected actions in corresponding cases.
The third and fourth rows show the upper and lower bounds of @Q-values under e-perturbation, where yellow squares are the lower
bounds of Q-values over best actions while blue squares are the upper bounds of @Q-values over other actions.

Table 1 Average test win rates for CroMAC and AME under different message perturbation conditions @) The results are
averaged from 1000 test episodes among 5 random seeds, where FGSM (n) refers to methods under FGSM attack with different
budgets. The details of each perturbation method are shown in Appendix D

Environment Method Natural Random PGD FGSM (1) FGSM (2) FGSM FGSM (3) FGSM (4)
Hallway CroMAC 0.93+0.06 0.91+£0.11 0.92+0.13 0.97+0.03 0.86+0.04 0.91+0.10 0.60£0.31 0.66+0.39
4x5x6 AME 0.984+0.01 0.93+£0.04 0.43+0.20 0.66+0.34 0.61£0.34 0.62+0.31 0.36%£0.10 0.10£0.20
REC 1.00+£0.00 0.95+£0.08 0.90+0.20 0.96+0.06 0.62+0.38 0.82+0.23 0.68+0.40 0.41+0.43

LBF CroMAC 0.71£0.05 0.72£0.03 0.61+0.09 0.71+0.07 0.67+0.09 0.64+0.13 0.43+0.15 0.30+0.08
3p-1f AME 0.774+0.04 0.72+0.04 0.58£0.11 0.63+0.09 0.56+£0.02 0.47£0.03 0.36+£0.10 0.29£0.04
TJ CroMAC 0.31+0.07 0.46+£0.20 0.31+0.23 0.29+0.12 0.31+0.09 0.37+0.14 0.42+0.16 0.32+0.18
slow AME 0.1240.07  0.13£0.03  0.15+0.06 0.13+£0.06 0.13+0.06 0.12+0.06 0.08£0.02 0.134+0.06
SMAC CroMAC 0.65+0.10 0.64+0.12 0.53+0.07 0.56+0.04 0.524+0.18 0.59+0.08 0.41+£0.14 0.344+0.03

lol0b_vs_1r AME 0.384+0.12  0.52+0.24 0.514+0.17 0.44+0.13 0.45+0.20 0.38+0.02 0.44+0.19 0.43+0.07

a) The bold data indicates that the algorithm achieves optimal performance under the given environment and message pertur-
bation condition.

5.3 Robustness under various perturbations

As this study considers a setting where the number of attacks is fixed during the training phase, we
evaluate here the generalization ability when altering the perturbation budget and encountering different
perturbation methods in the testing phase. Specifically, we conduct experiments on each benchmark
with the same structures and hyperparameters as Subsection 5.2 during training. As shown in Table 1,
we consider eight communication situations, where “Natural” means no perturbation exists, FGSM is
the training condition of the comparable approaches, and others like PGD are other conditions (details
can be seen in Appendix D). We can find that AME can achieve comparable or even superiority over
CroMAC in the natural setting without message perturbations and also maintain competitiveness when
suffering from random perturbations, showing that AME possesses robustness for simple message per-
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Figure 6 (Color online) Sensitivity of hyperparameters used in this paper. (a) x; (b) C-MAX; (c) a1; (d) asz; (e) as.

turbations. However, AME sustains a drastic performance degradation when we alter the perturbation
budget like FGSM (4) or other perturbation models like PGD in the hallway environment. On the other
hand, our CroMAC achieves high superiority over AME in most environments under different pertur-
bations, demonstrating its high generalization ability when encountering different perturbation budgets
and perturbation methods.

5.4 Generality and parameter sensitivity

CroMAC is a robust communication training paradigm and is agnostic to specific value decomposition
MARL methods and any sight conditions. Here we treat it as a plug-in module and integrate it with
existing MARL value decomposition methods like VDN [7], QMIX [8], and QPLEX [9]. As shown
in Figure 5(a), when integrating with CroMAC, the performance of the baselines vastly improves on
scenario LBF: 3p-1f with message perturbations, indicating that the proposed training paradigm can
significantly enhance robustness for various MARL methods. It is worth mentioning that QPLEX shows
instability when adding robust loss and we choose the best result in the training process for comparison.
Furthermore, when we alter the agents’ sight range in the SMAC map 1o10b_vs_1r, the results shown in
Figure 5(b) also demonstrate that CroMAC can improve the coordination robustness in different sight
conditions for QMIX with communication, showing its high generality under different communication
scenarios.
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As CroMAC includes multiple hyperparameters, here we conduct experiments on scenario hallway:
4x5x6 to investigate how each one influences the robustness. Where s controls the attack strength added
to the latent state space. If it is too small, we cannot guarantee good robustness in the testing phase, and
if it is too large, the policy may be too smooth and not optimal anymore. As shown in Figure 6(a), we
can find that £ = 5 is the best choice in this scenario. Furthermore, the value range of the network weight
W is used to get an approximate bound of the integration error. Figure 6(b) shows that C_MAX= 0.1
performs best. We can find the most appropriate parameters for other scenarios in the same way. More
details for other scenarios are shown in Appendix D. Besides, as there are multiple hyperparameters of
each loss function, we show how each adjustable hyperparameter named a1, a9, and ag influences the
robustness of CroMAC. We continue to conduct experiments on the task hallway: 4x5x6 to investigate
how each hyperparameter « influences the robustness. As shown in Figures 6(c)—(e), we can find that
when the parameter is slightly larger or smaller, the performance may suffer corresponding degradation
and the stability will also decline.

6 Conclusion and future work

Considering the great significance of robustness for real-world policy deployment and the enormous po-
tential of MARL, this paper takes a further step towards robustness in MARL communication. We first
model the multi-agent communication as a multi-view problem and apply a multi-view variational au-
toencoder that uses a product-of-experts inference network to obtain a joint message representation from
the received messages; then a certificate guarantee between the joint message representation and each
received message is obtained via interval bound propagation. For the optimization phase, we first encode
the state into a latent space, and do perturbations in this space to get a certificate state representation.
Then the learned joint message representation is used to approximate the certificate state representation.
Extensive experimental results from multiple aspects demonstrate the efficiency of the proposed method.
In terms of possible future work, as we learn the communication policy online, how we can learn a robust
communication policy in offline MARL is challenging but of great value.
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